
Litigation presents an elevated security risk because it requires 
taking sensitive and privileged data out of the systems where 
it normally lives, consolidating it into one place, and turning it 
over to a vendor. To feel comfortable trusting a third party with 
your or your client’s data, you need to know that the vendor 
cares as much about the security of the data as you do and has 
the expertise to protect it. At stake is not only potential liability, 
but your reputation. 

At DISCO, data security is at the core of our engineering and 
operations processes. As a platform purpose-built for the cloud, 
we are able to take full advantage of the stringent security 
provided by Amazon Web Services (AWS) — one of the world’s 
leading technology companies, whose primary value proposi-
tion is centered around security. Above and beyond the security 
provided by AWS, DISCO has strict internal security controls 
and policies in place, validated by industry-leading third-party 
certifications, that further protect our clients’ data. 

DISCO Security
Overview of DISCO’s best-in-class security features and compliance measures

“The security, speed, and user friendliness of DISCO 

has enabled us to embrace the cloud. We now use 

DISCO for our matters in highly regulated industries 

like health care law where patient information must 

be protected.”

— John Ferrigno, Litigation Support Manager
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Access control
All data is hosted at AWS data centers, prohibiting physical 
access to the data. DISCO uses encryption keys managed by 
FIPS 140-2 Level 3 validated hardware security module (HSM) to 
ensure that only authorized users can access data. Two-factor 
authentication (2FA), firewalls, SAML-based single sign-on, and 
IP-whitelisting provide additional security. All user activity is 
logged and monitored for suspicious behavior. Furthermore, 
all activity in DISCO databases, and all transfers into and out of 
DISCO data centers, is monitored and logged for future audit.

Data redundancy & disaster recovery
In order to maintain high availability and effective disaster recov-
ery, DISCO maintains multiple redundant data centers throughout 
the AWS infrastructure, physically isolated from each other. This 
ensures that if a rare catastrophic disaster occurs, DISCO can 
immediately recover data and resume service. All documents, 
work product, and client data are backed up multiple times daily 
to these data centers. Whether an isolated server at AWS goes 
down or an entire data center, DISCO’s disaster recovery and 
business continuity controls and architecture ensure you’re 
back up and running in no time.

Monitoring & intrusion detection
DISCO’s intrusion detection systems constantly watch for suspi-
cious events. We monitor API calls, DNS logs, and network traffic 
for signs of malicious activity and unauthorized behavior to 
ensure potential threats are detected early. Additionally, DISCO’s 
automated infrastructure and application security checks contin-
ually enforce security and compliance controls, including moni-
toring potentially suspicious security events like configuration 
changes. DISCO has a world-class team of dedicated security 
experts that monitor our systems 24/7. 

Encryption
With DISCO, all data is secure at rest and in motion. Any data 
sent to DISCO, physically or electronically, is fully encrypted 
upon upload. Once data is ingested, it is further encrypted using 
SHA-256 key exchange and AES-256 encryption. Anytime data is 
transferred, TLS, SSH, and SCP are used. If data is sent via phys-
ical media, DISCO’s data handling team maintains an extensive 
chain-of-custody log until data is uploaded and ingested.

Data segregation 
DISCO’s cloud-native architecture allows us to fully capitalize 
on the security features AWS offers to provide multi-tenant 
scale with the security of single-tenant segregation. All matters 
in DISCO are hosted in separate databases, segregated by 
matter-specific database schemas. This level of isolation, 
combined with strict access control, ensures only explicitly 
authorized users can access data for a specific matter. Within 
a matter, user permissions allow further control of data access 
and visibility.

Controls & policies
DISCO’s dedicated security team ensures that all aspects of the 
business comply with our internal and external security require-
ments for people, processes, and technology. This includes data 
privacy and retention policy, incident handling and response 
policy, change control management, risk assessment policy, 
disaster recovery controls, business continuity controls, and 
other operational and organizational controls. Our team of 
engineers and technical success associates have undergone 
background checks, complete annual DISCO security training, 
and are subject to confidentiality agreements. 

Third-party verification
An independent third-party security audit firm regularly performs 
“ethical hacking” to identify any potential vulnerabilities, as well 
as annual penetration testing. Furthermore, every piece of code 
added to the application is tested for possible security issues. 
Weekly regression tests perform additional analysis to detect 
vulnerabilities. 

Industry-standard certifications
In addition to strict internal security controls and policies, 
DISCO is compliant with industry-standard security certifi-
cations, such as SOC 2 Type 2, ISO 27001, ISO 27017, ISO 
27018, GDPR, Privacy Shield, and HIPAA. Furthermore, 
AWS complies with:

 ■ SOC 1/SSAE 16/ISAE 3402 
(formerly SAS 70)

 ■ SOC 2

 ■ SOC 3

 ■ FISMA, DIACAP

 ■ DOD CSM Levels 1–5

 ■ PCI DSS Level 1

 ■ ISO 27001, 27017, 27018

 ■ ITAR

 ■ FIPS 140-2

 ■ MTCS Level 3


