
Industry-standard security certifications
In addition to strict internal security controls and policies, 
DISCO is compliant with industry-standard security certifi-
cations, such as SOC 2 Type 2, ISO 27001, ISO 27017, ISO 
27018,  GDPR, Privacy Shield, and HIPAA. Furthermore, 
AWS complies with:

 ■ SOC 1/SSAE 16/ISAE 3402 
(formerly SAS 70)

 ■ SOC 2

 ■ SOC 3

 ■ FISMA, DIACAP

 ■ DOD CSM Levels 1–5

 ■ PCI DSS Level 1

 ■ ISO 27001, 27017, 27018

 ■ ITAR

 ■ FIPS 140-2

 ■ MTCS Level 3

Cloud-based solutions have become prevalent in every industry, 
including highly regulated ones such as healthcare, financial 
services, and insurance. Growing at over 22% year over year, 
spend on cloud computing is poised to surpass on-premise 
solutions in 2020.

Powered by the most advanced cloud infrastructure available to 
ensure security, stability, and scalability, DISCO was built for the 
discovery challenges of today and beyond. DISCO uses a private 
cloud on Amazon Web Services (AWS) for on-demand storage 
and compute resources. This allows DISCO to offer a review 
platform that can automatically scale up resources in a secure 
and low-risk manner. Our lawyer-driven, native-cloud solution 
gives law firms, corporations, and government agencies total 
control over their ediscovery data, workflows, and costs — while 
maintaining unprecedented security.

Security & Reliability with the Cloud
Enterprise-grade security and reliability at any scale

“The security, speed, and user friendliness of DISCO has led us to embrace the cloud. We now use DISCO for 

our matters in highly regulated industries like health care law where patient information must be protected.”

— John Ferrigno, Litigation Support Manager
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Security & Reliability
Encryption of data at rest and in motion
Any data sent to DISCO, physically or electronically, is fully 
encrypted. Once data is ingested, it is further encrypted using 
SHA-256 key exchange and AES-256 encryption. Anytime data 
is transferred, TLS, SSH, and SCP is used. Furthermore all activity 
in DISCO databases, and all transfers into and out of DISCO data 
centers, is logged for future audit.

Matter-level data segregation
In addition to being hosted on a secure private cloud on Amazon 
Web Services (AWS), matters in DISCO are hosted in separate 
databases, segregated by matter-specific physical database 
schemas. This level of isolation, combined with strict access 
control, ensures only explicitly authorized users can access data 
for a specific matter. Within a matter, user permissions allows 
further control of data access and visibility.

Strict access control
All data is hosted in AWS data centers, prohibiting physical 
access to the data. Only credentialed users who have been 
explicitly authorized can access data for a given matter. Two-fac-
tor authentication (2FA), firewalls, SAML-based Single Sign-On, 
and IP-whitelisting provide additional security. All user activity 
is logged and monitored for suspect behavior. Furthermore, 
an independent third-party security company performs daily 
penetration tests and annual ‘ethical hacking’ to identify any 
vulnerabilities.

True high-availability and disaster recovery
DISCO maintains multiple redundant data centers throughout  
the AWS infrastructure, physically isolated from each other. 
This ensures that if a rare catastrophic disaster occurs, DISCO 
can immediately recover data and resume service. All data is 
backed up throughout the day, nightly, and weekly to these 
data centers.

Scale & Performance
Unmatched end-to-end performance
DISCO’s cloud infrastructure and search architecture provide 
the fastest performance in the industry with 1/10-second search 
results and 1/3-second document viewing, regardless of data-
base size or complex file types. Experience unprecedented file 
transfer speeds with DISCO’s proprietary high-speed uploader, 
which allows you to transfer up to 4 TB in 24 hours.

Auto-scaling infrastructure
AWS allows DISCO to provide a dynamically scalable solution 
that automatically adjusts computing power and storage in real 
time based on your need. This removes the need to pay and 
wait to get larger servers, install operating systems, and update 
software for large matters with terabytes of data, hundreds of 
reviewers, and big productions with hundreds of gigabytes of 
data. DISCO maintains end-to-end performance at any scale.

Accurate and fast artificial intelligence
DISCO AI provides fast and accurate predictions for any number 
of tags and documents, and is enabled on every matter for all 
clients at no extra cost. This accuracy, speed, and scale are due 
to DISCO’s  proprietary, multi-layer cloud-based artificial network 
that uses deep learning and an array of GPUs. Combining 
fastText multilingual text classification library, originally devel-
oped by Facebook, with convolutional neural networks, DISCO’s 
advanced AI platform represents the cutting edge of predictive 
technology.

Latest software, all the time
DISCO’s software-as-a-service (SaaS) model ensures that you 
always have the latest features, enhancements, and bug fixes. 
DISCO seamlessly rolls out updates every week, requiring no 
downtime or upgrade on your part. Now you don’t have to wait 
months or years to take advantage of the latest technology for 
your matter.


