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A brief history of cloud
Mid 1950s: Shared mainframe computers were accessed 
through dumb terminals with no processing power of their 
own.

1969: ARPANET, a predecessor to the internet, allowed 
researchers to connect to mainframes to share knowl-
edge. Security improvements meant no node could desta-
bilize the whole ecosystem.

1960s and 70s: IBM created the virtual machine (VM), 
which allowed multiple computers to operate simultane-
ously in the same piece of hardware.

1996: Microsoft invents technology for virtual private 
networks (VPNs), enabling infrastructure to scale and 
allowing for rapid innovation in the computation space.

2006: Amazon launches EC2 cloud offering, in which 
companies rent virtual computers to run their own 
programs and applications.

Cloud computing has become the norm in most industries, with the global market surpassing $200 
billion and reports that 96% of businesses use cloud in some way. Driven by scalability and cost 
savings, rates of cloud adoption have been exponential in recent years.

Comparatively, only half of the Am Law 200 firms employ cloud-based ediscovery solutions. Many 
rely on legacy on-premise solutions without fully understanding the technology behind the cloud.

This is a mistake.
The rapidly increasing volume, variety, and 
velocity of data facing legal practitioners 
coupled with the at times debilitating cost of 
keeping pace with infrastructure demands 
makes the ediscovery industry ripe to make 
the leap to cloud.

The time to adapt is now, and those that lag 
behind will be stuck playing catch-up.

What is cloud and 
where did it come 
from?
So what, exactly, do we mean when we say 
cloud?

Cloud computing is, at its core, a simple 
resource sharing model: an on-demand 
computer resource, generally storage and 
computation power. Rather than buying your 
own servers, cloud means using space in exist-
ing servers from providers like Amazon.

“Cloud providers” can also refer to either the company, like Amazon, that manages the servers 
that make up the cloud or the service provider, like DISCO™, that offers a software solution built on 
cloud technology.

Pricing for cloud technology is generally a 
consumption-based model. Because it elim-
inates the need for a company to build, staff, 
and maintain physical data centers (more on 
that later), a well-executed cloud-based IT 
program allows enterprises to focus more on 
doing business and less on the headaches of 
IT management.

Cloud computing is, at its core,  
a simple resource sharing model

https://www.gartner.com/en/newsroom/press-releases/2019-04-02-gartner-forecasts-worldwide-public-cloud-revenue-to-g#targetText=The%20worldwide%20public%20cloud%20services,%2C%20according%20to%20Gartner%2C%20Inc.&targetText=The%20second%2Dhighest%20growth%20rate,as%20a%20service%20(PaaS).
https://www.cio.com/article/3267571/it-governance-critical-as-cloud-adoption-soars-to-96-percent-in-2018.html
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The many different clouds
It is important to remember that we are not discussing a monolith. Rather, there are different types 
of cloud deployment and applications within the cloud ecosystem. While it’s estimated that 83% 
of enterprise workload will be in the cloud by 2020, the type of cloud deployed and the ways in 
which organizations engage with the cloud will vary greatly.

Public cloud: the most common cloud
The public cloud is what people most often think about when the topic of cloud computing arises. 
These solutions are readily available from Google, Amazon, Microsoft, and others. Amazon Web 
Services (AWS) alone has over a million active customers.

In the public cloud, all computing infrastructure is located in the data centers of a cloud service 
provider and each user has a virtualized private environment within the larger public ecosystem. 
The provider has physical control of the hardware and is responsible for all aspects of data security, 
IT management, and support.

The model of shared resources offers dramatic scalability and elasticity at a fraction of the cost, 
compared to maintaining the hardware and personnel on premise.

Private cloud: for specific security needs
For users who are uncomfortable with handing over all control and support of their IT infrastructure 
or data to a third party, there is a private cloud option. For a higher cost, an enterprise can set up 
a dedicated and private network located either on- or off-premise. This setup ensures private 
sharing of virtual resources with heightened security protocols or obligations.

The tradeoff is increased cost to set up and maintain the environment — because those using 
a private cloud are still dependent on their own hardware scale and personnel — and less elas-
tic scalability.

Hybrid or community clouds: a middle ground
For users looking to gain the benefit of cost savings and scalability without fully relinquishing 
oversight of their data, there is the hybrid cloud option. In this model, a company would have both 
a private and public cloud infrastructure that could interact.

An alternative approach to cloud deployment is a shared private cloud or community cloud. 
Here, several organizations pool resources and share responsibility of data management. This 
mitigates some of the access and control concerns without losing the cost and scale benefits of 
cloud computing.

https://www.forbes.com/sites/louiscolumbus/2018/01/07/83-of-enterprise-workloads-will-be-in-the-cloud-by-2020/#37bb29cb6261
https://www.forbes.com/sites/louiscolumbus/2018/01/07/83-of-enterprise-workloads-will-be-in-the-cloud-by-2020/#37bb29cb6261
https://aws.amazon.com/solutions/case-studies/
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How businesses engage with the cloud
Not every enterprise uses the cloud in the same way, so understanding the various service models 
is helpful in architecting your cloud ecosystem.

What does this mean for ediscovery?
SaaS and IaaS are the most common iterations of cloud-based services that ediscovery end users 
engage with. Anytime we access review platforms via the internet, we are effectively using a SaaS 
solution. (Hence, even the most staunchly anti-cloud buyer is likely engaging with this cloud model 
even if they do not know it.)

Alternatively, IaaS is something that is newer to the ediscovery universe. This cloud computing 
model is seen when an end user

1. directly engages with a cloud provider like AWS to support an internal enterprise or law firm 
ediscovery program or

2. chooses a technology partner has an IaaS deployment.

Large companies and law firms are increasingly turning to IaaS as scaling internal IT becomes 
unwieldy and the as-used payment model is more appealing.

Some technology partners take advantage of both cloud deployment models, internally leveraging 
IaaS to increase scalability and adaptability while offering their end users a simple streamlined SaaS 
option. This “best of both worlds” approach is often what is meant when a technology provider is 
described as a cloud provider.

SaaS
Software as a Service

IaaS
Infrastructure as a Service

PaaS
Platform as a Service

What it is A product or tool provided via web 
to an end user. The tool or software 
is managed and supported by the 
provider.

Provider gives end users access to 
building blocks for an IT ecosystem 
and a virtual environment via the 
internet.

Combination of the previous two 
models: third-party provider delivers 
hardware and software tools to end 
users via the internet.

Typical 
pricing

License As-used Per user

End user 
task

Uses software  Install virtual machines, operating 
systems, support applications, 
and manage configurations

Develop tools

Provider 
services

Data security, infrastructure, 
maintenance

 Infrastructure components, 
data security, load balancing 
and optimization, disaster 
recovery, redundancy

 Hosting hardware/software, 
providing infrastructure, operating 
system, and middleware

Example Web-based email, Salesforce,  
Google G Suite, Slack

Amazon Web Services, 
Microsoft Azure 

Google App Engine

https://www.csdisco.com/blog/slack-attack-surviving-discovery-in-a-post-email-world
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Addressing concerns about cloud technology
So why isn’t everyone doing it?

Discussions around the cloud generally take one of two paths: complete, unwavering support or 
trembling-in-their-boots fear. The reality is that there are some valid concerns that cloud computing 
can raise, especially if one does not fully understand the risks and benefits of adopting that model. 
Let’s debunk the fears surrounding cloud adoption.

Is the cloud safe?
Assuming that data located on-prem or behind your firewall is somehow safer than in the cloud 
architecture of AWS, Azure, or other behemoth cloud providers is simply incorrect.

When dealing with high-profile and highly 
confidential internal or client data, leveraging 
an established and massive cloud provider (or 
partnering with a technology provider that has) 
is often the safer option.

As anyone who has worked in a law firm can 
attest, budgets for IT and infrastructure are 
tight, and often the potential impact on prof-
its per partner is weighted more heavily than 
the nebulous idea of cybersecurity threats or 
disaster recovery.

Despite serving as a repository for highly 
confidential data, the protection and continu-
ity capabilities for many firms and consulting 
companies are often insufficient. IT groups 
are already spread thin and hardware may be 
missing patches or lacking the computational 
robustness necessary to handle large complex 
data sources.

The increasing frequency of large-scale cyber breaches at both law firms and large consulting 
providers highlights both the vulnerability and increased focus by bad actors on these targets.

Compared to the over $1 billion spent annually by Microsoft to safeguard Azure from cyber attack 
and the $13+ billion spent on Amazon for IT, most law firm and even major enterprise spending 
is nominal. This delta in cybersecurity investment is highlighted in the recent finding that 73% of 
firms fail cybersecurity readiness tests.

Many providers leverage shared data centers or their own smaller data centers, but they certainly 
do not have the budget or reputational need to make data security a priority like AWS and Azure. 
Relying on the deep pockets and high profile of big players like Microsoft and Amazon has become 
the norm rather than trusting a comparatively tiny ediscovery vendor to safeguard data.

“I am convinced that there are only 
two types of companies: those that 
have been hacked and those that 
will be. And even they are converg-
ing into one category: companies 
that have been hacked and will be 
hacked again.” 

— Robert Mueller

https://www.techrepublic.com/article/why-microsoft-spends-over-1-billion-on-cybersecurity-each-year/
https://www.wsj.com/articles/amazon-alphabet-and-walmart-were-top-it-spenders-in-2018-11547754757
https://www.techrepublic.com/article/73-of-firms-fail-cybersecurity-readiness-tests/
https://www.techrepublic.com/article/73-of-firms-fail-cybersecurity-readiness-tests/
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Is the cloud compliant with new 
privacy regulations?
Short answer: yes.

AWS, the cloud infrastructure which DISCO is built upon, 
is fully GDPR compliant. It provides options to create 
in-country private and hybrid clouds to mitigate the data 
transfer concerns posed by the fluid nature of cloud data 
storage.

In many respects, a well-developed cloud deployment is 
more compliant with GDPR and other data privacy regu-
lations than an on-premise solution playing catch-up with 
these evolving obligations.

DISCO has also invested in region-specific cloud deploy-
ments in countries with more aggressive data privacy 
regulations. In the case of GDPR, for example, we have a 
Dublin-based private cloud.

What does management look like 
for cloud?
Updates, patching, and new capability rollouts are all 
handled by the SaaS provider, as opposed to wasting non-billable time pulling your system offline 
(and losing billable time with system outages).

Cloud providers also have dedicated staff ensuring that any critical infrastructure needs are moni-
tored and managed. This reduces the strain on your firm’s internal IT team and ensures that you 
are always running on the most current version of a platform/infrastructure.

But cloud services are expensive right?
The argument often goes that while on-prem solutions have a much larger startup cost to buy 
the physical servers, the investment will even out over time, saving money compared to cloud’s 
monthly cost. However, it’s not that simple.

Cloud enables an organization to scale up in real time as needed to handle larger or more complex 
cases. Cloud computing allows organizations to reduce expense generally for infrastructure and 
personnel to support their ediscovery program. This means organizations can focus on hiring talent 
to manage the case strategy (pushing expenditure to tasks that are billable) in lieu of infrastructure 
support.

The cost savings benefit over a solo on-prem solution is substantial. An added bonus is that cloud 
enables smaller entities to leverage tools and tech on par with larger competitors without breaking 
the bank.

Industry-standard security 
certifications
In addition to strict internal security controls 
and policies, DISCO is compliant with indus-
try-standard security certifications, such as 
SOC 2 and HIPAA. Furthermore, AWS complies 
with:

 ■ SOC 1/SSAE 16/ISAE 3402 (formerly SAS 70)

 ■ SOC 2

 ■ SOC 3

 ■ FISMA, DIACAP

 ■ DOD CSM Levels 1–5

 ■ PCI DSS Level 1

 ■ ISO 27001

 ■ ITAR

 ■ FIPS 140-2

 ■ MTCS Level 3

https://aws.amazon.com/blogs/security/all-aws-services-gdpr-ready/
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Bringing the cloud down to Earth
On the whole, moving ediscovery to the cloud offers substantial benefit in security, regulatory 
compliance, cost savings, and scalability at a fraction of the strain on spend and resources. Many 
of the “fears” around cloud are not fully informed, and the benefits are apparent once you dig 
deeper — which is why we are seeing such a rapid upswing in enterprise and ediscovery adoption 
in the last several years.

Why cloud adoption has reached a tipping point
The oft-raised concerns about data privacy and security have been far displaced by the massive 
cost savings and computational scalability offered by leveraging the cloud.

Ediscovery in particular is rapidly moving to the cloud. The worries and outside counsel guidelines 
that previously precluded cloud adoption are falling to the wayside as the computational power, 
cost savings, and elasticity of cloud solutions entice practitioners facing ediscovery challenges.

Drivers of ediscovery adoption
Three factors have led to a perspective shift that is serving as a catalyst for cloud adoption in the 
legal field:

 ■ Highly regulated data from the financial and medical sectors is routinely housed in the cloud. Many 
organizations have concluded that if cloud adoption is good enough for these other industries, 
then why not ediscovery?

 ■ Platforms like Office 365 and other cloud-based tools already host enterprise data in the cloud, 
prompting changes in outside counsel guidelines from corporations.

 ■ Efficiencies in cloud-to-cloud data transfer have increased cloud migration in ediscovery.

The rapid rate of cloud adoption certainly makes sense, as the cost of maintaining on-prem infra-
structure that keeps pace with ediscovery matters today is simply prohibitive. The rigid structure of 
on-premise engagements (multi-year contracts and hardware procurement cycles) limit enterprise 
ability to rapidly scale or allocate resources as data volumes dictate.

To keep up with the evolving digital landscape, to reduce time to insight, and to ensure that your 
organization is taking advantage of the best tool on the market, the nimble and scalable cloud 
solutions offered by cloud providers are hard to pass up.
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Cloud considerations
The drivers of cloud adoption and migration for ediscovery are no different than for enterprise, 
despite the initial lag in adoption. That said, there are some variables to keep in mind when opti-
mizing a discovery program for cloud and evaluating the cloud options out there today.

In determining whether to leverage a cloud-optimized infrastructure, here are a few considerations 
to keep in mind:

 ■ Is this cloud deployment safe?

 ■ Is the deployment compliant?

 ■ Is this better than what I’ve already got?

Simply put, not all clouds are the same. Some solutions are safer, faster, and better than others. 
Before making a move to take advantage of the benefits promised by cloud deployment, it’s 
important to conduct the due diligence necessary to ensure that you have selected the best 
solution or partner.

The future of cloud in ediscovery
Cloud adoption is not a question of if but when. Ediscovery practitioners face rapidly expanding 
data varieties and volumes, coupled with the need to reduce time to insight without dramatically 
increasing cost. The scalable computational power offered by cloud-based systems purpose-built 
to capitalize on the decentralized elastic nature of the cloud enables the development of more 
robust and powerful analytic engines.

The cost of keeping pace for the average enterprise or law firm is too great, and the risk of falling 
behind too severe to continue with the status quo.

https://www.forbes.com/sites/louiscolumbus/2018/08/30/state-of-enterprise-cloud-computing-2018/#4b12907e265e
https://www.csdisco.com/blog/5-key-qualities-to-look-for-in-a-legal-technology-partner

